
PRIVACY POLICY 
Effective Date: 19.03.2025 

Thank you for using BoBe.app (“BoBe,” “we,” “us,” or “our”). BoBe is a DeFi application 
that provides algorithmic trading functionality, a utility token (“BoBe Token”), a Baking 
mechanism, and related services (collectively, the “Services”). This Privacy Policy explains 
how we collect, use, disclose, store, and protect information obtained from users (“User” or 
“you”) in connection with your interaction with BoBe. 

By accessing or using BoBe’s Services, you confirm that you have read and understood this 
Privacy Policy. If you do not agree with any part of this Policy, please discontinue use of the 
Services immediately. 

 

1. SCOPE 
1.1. Applicability 
This Privacy Policy applies to the personal or non-personal information we collect through 
BoBe’s website (https://bobe.app) and any other related channels where BoBe’s Services 
are offered. 

1.2. Relation to Terms of Use 
This Privacy Policy should be read together with our User Agreement (or as otherwise 
published). In case of a conflict, the Terms of Use will prevail with respect to the Services. 

1.3. Third-Party Services 
Our Services may integrate with or contain links to third-party protocols, wallets, or 
applications beyond our control. This Privacy Policy does not cover third-party platforms or 
blockchains. We encourage you to review the privacy policies of any external service you 
use in connection with BoBe. 

 

2. DATA WE MAY COLLECT 
2.1. Minimal Personal Data 
BoBe is a DeFi application, designed to operate with minimal collection of personal 
information. In general, you are not required to submit personal data (such as your name, 
address, or government-issued ID) to interact with our smart contracts. 

2.2. Technical Information 
When you visit https://bobe.app or use our Services, we may collect limited technical 
information automatically: 
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● IP Address (anonymized/pseudonymized when feasible) 
● Device and Browser Information (type, version, OS) 
● Usage Data (pages visited, features used, timestamps) 
● Cookies or Similar Technologies (session and/or preference cookies) 

2.3. Wallet and Transaction Data 

● If you choose to connect a cryptocurrency wallet to interact with BoBe’s Services 
(e.g., for Baking, utility token usage, or algorithmic trades), your public blockchain 
address is visible to us and may appear in usage logs. 

● We do not collect your private keys or custody your crypto assets. 

2.4. Optional Contact Information 

● If you voluntarily contact us (e.g., via support@bobe.app), we may collect and store 
your email address, messages, and any additional information you provide to 
address your inquiry or feedback. 

 

3. HOW WE USE THE COLLECTED DATA 
3.1. Service Functionality 
We use on-chain data (e.g., your public address) and basic technical logs to facilitate the 
DeFi operations offered by BoBe (e.g., Baking, algorithmic tools, token-based 
functionalities), provide user interfaces, and secure your session. 

3.2. Analytics and Improvement 
We may analyze aggregated or anonymized usage data to: 

● Understand performance and user flow 
● Identify potential improvements 
● Maintain or enhance user experience 

3.3. User Support 
If you contact us (e.g., email support), we use the information you provide to respond to your 
requests and improve our Services. 

3.4. Security Measures and Fraud Prevention 
Limited technical logs (IP addresses, device info) may be used to detect suspicious 
activities, bot traffic, or malicious behavior, in order to protect BoBe’s users and 
infrastructure. 

 
 
 
 



4. SHARING AND DISCLOSURE OF DATA 
4.1. No Sale of Personal Data 
We do not sell or rent your personal data to third parties. 

4.2. Service Providers 
We may share limited data (e.g., server logs, aggregated analytics) with trusted third parties 
for hosting, security, or analytics. These providers only receive the information necessary to 
perform their roles and must handle it securely and confidentially. 

4.3. Legal Compliance 
We may disclose data if required by law, regulation, court order, or to protect our or others’ 
rights and safety. Where possible and legally permitted, we will give you notice of such 
disclosure. 

4.4. Corporate Changes 
In the event of a merger, acquisition, or reorganization of our project or related assets, data 
may be transferred to successors or affiliates in accordance with applicable laws and this 
Privacy Policy. 

 

5. DATA RETENTION 
5.1. Duration 
We retain technical logs or on-chain references for only as long as necessary to fulfill the 
purposes described in this Policy, or as required by law. Since blockchains are public 
ledgers, transaction data is inherently permanent and outside our direct control. 

5.2. User-Initiated Deletion 

● If you contact us by email, we may retain your messages as needed to provide 
customer support or comply with legal requirements. 

● For on-chain data, we cannot alter or remove blockchain records. 

 

6. YOUR RIGHTS 
Depending on your jurisdiction, you may have rights regarding your personal data, such as: 

● Access: Request if and how we process your data. 
● Rectification: Update or correct inaccuracies in the data you provided. 
● Erasure: Request deletion of certain stored personal data if permitted by law. 
● Restriction/Objection: In some cases, request a temporary or permanent halt to 

certain processing or object to specific uses. 



Note: We cannot erase or modify blockchain data. Additionally, certain basic logs (IP 
addresses, usage metrics) may be necessary to maintain security and compliance. 

 

7. COOKIES AND SIMILAR TECHNOLOGIES 
7.1. Cookie Usage 
We may use session or persistent cookies on https://bobe.app to: 

● Remember your preferences (e.g., language, interface layout) 
● Enable analytics to improve user experience 
● Enhance security features 

7.2. Managing Cookies 
You can control or delete cookies through your browser settings. Disabling cookies may 
affect non-essential features but should not prevent you from using critical DeFi 
functionalities. 

 

8. SECURITY MEASURES 
8.1. Technical Safeguards 
We employ industry-standard security measures, such as encryption (HTTPS/TLS) and 
server access controls, to protect the limited data we handle off-chain. 

8.2. User Responsibility 
As a DeFi platform, you remain responsible for the security of your crypto wallets, private 
keys, and seed phrases. BoBe does not have access to or custody over your private keys. 

8.3. Incident Handling 
Should we become aware of any security breach that compromises personal data under our 
control, we will notify affected users or regulators as required by applicable law. 

 

9. THIRD-PARTY LINKS AND EMBEDDED CONTENT 
The BoBe platform may contain links to third-party resources or embedded widgets (e.g., 
analytics dashboards, wallet connectors). This Policy does not govern data practices of third 
parties. We recommend reviewing their respective privacy policies independently. 

 

10. CHILDREN’S PRIVACY 

https://bobe.app/


BoBe’s Services are not directed to minors under the age of majority in their respective 
jurisdictions. We do not knowingly collect personal data from children. If you believe we have 
inadvertently collected such information, please contact us at support@bobe.app, and we 
will investigate and take prompt action. 

 

11. INTERNATIONAL DATA TRANSFERS 
The internet is global, and so is blockchain technology. By using BoBe, you acknowledge 
that data (including on-chain data) may be processed and stored on servers located outside 
your country of residence. We strive to use service providers that follow recognized security 
standards, but we cannot control the inherent public nature of decentralized ledgers. 

 

12. POLICY UPDATES 
We reserve the right to modify or update this Privacy Policy at any time to reflect changes in 
our practices or relevant laws. When we do, we will revise the “Effective Date” at the top. 
Your continued use of BoBe following any updates indicates acceptance of the revised 
Policy. 

 

13. CONTACT US 
If you have any questions, requests, or concerns about this Privacy Policy or our data 
practices, please contact us at: 

● Email: support@bobe.app 
● Website: https://bobe.app 

We will do our best to address your inquiry and work with you to reach a satisfactory 
resolution. 

 

Thank you for trusting BoBe with your DeFi journey. By using our Services, you 
acknowledge that you have read and understood this Privacy Policy and agree to abide by 
its terms. 
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